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Docker is the Reference Tool
for Software Containarization
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Dockerfile Image Container

runbuild

Docker in a nutshell



Writing 
Dockerfiles 
is challenging
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84% 
Dockerfiles affected by smells

Detecting Dockerfile Smells

Cito et al., 2017



Do developers care?



Do developers care?

Let’s ask the experts!



What smells can be 
found in Dockerfiles 
made by experts?

Preliminary
Study
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Docker Repos Repo History Dockerfiles
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Asking the 
Experts

Are the Dockerfile 
Smells detected by 
Hadolint actual 
Bad Practices?
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Experimental Procedure

1k Expert Developers

Docker Repos
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Taxonomy of New Recommendations
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Mapping with Existing Catalogs
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Mapping with Existing Catalogs

Ranking of
Dockerfile Smells

Hadolint

Binnacle

DRIVE

Dockercleaner

New smells



Wrapping up



Only a few Hadolint smells are important to experts1
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“Copy only the necessary
files from the build context”
Taxonomy of New Recommendations
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Size

26

Execution

17

Build

14

Versions
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Structure

7

“Avoid hard-coded values”

Taxonomy of New Recommendations
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